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Abstract. Nuclear safeguards evaluation aims to verify that countries are not
misusing nuclear programs for nuclear weapons purposes. Experts of the Interna-
tional Atomic Energy Agency (IAEA) evaluate many indicators by using diverse
sources, which are vague and imprecise. The use of linguistic information has
provided a better way to manage such uncertainties. However, missing values in
the evaluation are often happened because there exist many indicators and the
experts have not sufficient knowledge or expertise about them. Those missing
values might bias the evaluation result. In this contribution, we provide an impu-
tation process based on collaborative filtering dealing with the linguistic 2-tuple
computation model and a trust measure to cope with such problems.
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1 Introduction

Nuclear safeguards are a set of activities accomplished by the International Atomic
Energy Agency (IAEA) in order to verify that a State is living up to its international un-
dertakings not to use nuclear programs for nuclear weapons purposes. The safeguards
system is based on assessments of the correctness and completeness of the State’s decla-
rations to the TAEA concerning nuclear material and related nuclear activities [7]. As a
part of the efforts to strengthen international safeguards, including its ability to provide
credible assurance of the absence of undeclared nuclear material and activities, JAEA
uses large amounts and different types of information about States’ nuclear and related
nuclear activities.

IAEA evaluates nuclear safeguards by using a hierarchical assessment system that
assesses indicators about critical activities [6] in the nuclear fuel cycle and processes
required for their activities. According to the existence of the processes is inferred a
decision about the development of nuclear proposes for weapon purposes.
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Experts and TAEA evaluate indicators on the basis of their analysis of the avail-
able information sources such as declarations of States, on-site inspections, IAEA non-
safeguards databases [13,14]. This information is often uncertain and hard to manage
by experts and it might happen that experts cannot provide either evaluations about
some indicators or do so in an accurate way. In the latter case, the fuzzy linguistic ap-
proach [21] to deal with uncertain information provided good results [13]. However.
when experts cannot provide all assessments for indicators, it is necessary to manage
these missing values. To do this, there exist different ways in the literature, such as
deletion, imputation or using as it is [8,17,18,19].

This contribution aims to present an imputation model based on collaborative fil-
tering and the linguistic 2-tuple computational model to deal with missing values in
nuclear safeguards. The imputed values are not real ones, therefore, we also introduce
a trust measure to clarify the trustworthy of the imputed values and of the final result.

This paper is structured as follows: In Section 2, we review some related works in
nuclear safeguards problems. In Section 3, we briefly outline a linguistic background
that will be used in our model. In Section 4, we propose both an imputation model and
a trust measure. In Section 5, we show a numerical example of the proposed approach,
and finally, we conclude the research in Section 6.

2 Related Works

Different approaches for the evaluation and synthesis of nuclear safeguards have been
proposed. We have focused on those that deal with nuclear safeguards problems and
have briefly reviewed some of them. In [6] the IAEA Physical Model provides a struc-
ture for organizing the safeguards relevant information. which is used by IAEA experts
to evaluate in a better way the safeguards significance of information on some State’s
activities. In [13] an evaluation model for the treatment of nuclear safeguards used
linguistic information based on a hierarchical analysis of States under activities in a
multi-layer structure. This proposal is the basis of our model in this contribution. The
hierarchical model based on the IAEA Physical Model is divided into several levels
with lower complexity, from which a global assessment by using a multi-step linguis-
tic aggregation process is obtained. A latest proposal to manage the nuclear safeguards
problem was proposed in [14], where a framework for modeling, analysing and syn-
thesising information on nuclear safeguards under different types of uncertainty was
presented. Such a framework makes use of the multi-layer evaluation model presented
in [13] and a new inference model based on a belief inference methodology (RIMER) to
handle hybrid uncertain information in nuclear safeguards evolution process. Recently,
the focus on nuclear safeguards has moved to the management of missing values [9].
Different proposals about dealing with missing values for various purposes have been
published in the literature [3,16,18,20]. We have focused our proposal on this problem
by using a collaborative filtering view.

3 Linguistic Approach Background

Nuclear safeguards deals with a huge amount of information that usually involves un-
certainties. which are mainly related to human cognitive processes. The use of linguistic
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information has provided good results for managing such types of information in nu-
clear processes [13,15]. We shall use the linguistic modeling for nuclear safeguards
evaluation by extending the work in [13,14]. The Fuzzy Linguistic Approach [21] rep-
resents the information with linguistic descriptors and their semantics. The former can
be chosen by supplying a term set distributed on a scale with an order [2]. For example,
a set of seven terms, .S, could be:

S = {s0 : nothing(n), s1 : very low(vl), s2 : low(l), s3 : medium(m), sq : high(h),
ss very high(vh), sg : per fect(p)}

Usually, in these cases, it is required that in the linguistic term set there exist the opera- -
tors: (i) Negation: Neg (s;) = s; such that j = g —i (g + 1 is the cardinality), (ii) Maxi-
mization: max(s;,s;) = s; i f s; > s;, (iii) Minimization: min(s;, s;) = s; i f s; < s;.

The semantics of the terms is represented by fuzzy numbers defined in the interval
[0, 1], described by membership functions. A way to characterize a fuzzy number is to
use a representation based on parameters of its membership function [2].

The use of linguistic information implies processes of computing with words (CW).
There exist different computational models to accomplish them. We use the 2-tuple
computational model presented in [5] to improve the precision of such processes of
CW.

The 2-tuple model represents the linguistic information by means of a pair of values,
called 2-1uple, (s;, «v), where s is a linguistic term and « is a numerical value represent-
ing the symbolic translation.

Definition 1. The symbolic translation is a numerical value assessed in [—0.5,0.5) that -
supports the “difference of information” between a counting of information 3 assessed
in the interval of granularity [0, g] of the term set S and the closest value in {0, . .., g}
which indicates the index of the closest linguistic term in S.

This linguistic model defines a set of functions to carry out transformations between
numerical values and 2-tuple [5].

A:]0.g] — S x [-0.5,0.5)
i = round (/3).
a=0—1i,
where round is the usual round operation, s; has the closest index label to /3, and « is
the value of the symbolic translation.

We note that A is biyective [5] and A~! : S x [-0.5,0.5) — [0, g] is defined by
A7(s;, ) = i+ . In this way, the 2-tuple of S is identified with the numerical values
in the interval [0, ¢].

Besides, together this representation model, a computational model based on the
functions aforementioned was also introduced in [5].

A(B) = (si,0), with { R

4 A Model to Impute Missing Values in Nuclear Safeguards

So far, the main interest in nuclear safeguards has been focused on the development
of evaluation processes whose general structure is shown in Fig. 1. The sub-factors are
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aggregated for levels and then, these results are aggregated again to obtain a global
assessment. However, recently the focus on nuclear safeguards evaluation has moved to
the treatment of missing values [9], because it has been noted that such a treatment is
the key for obtaining reliable results. The treatment of missing values can be considered
in different ways: deletion, imputation and using as it is [8,17,19]. We are interested in
an imputation process, in the literature can be found different imputation processes for
different proposes [3,16,18,20]. Here, we propose an imputation process for imputing
missing values in nuclear safeguards based on collaborative filtering and a trust measure
to compute the reliability of the imputed values. Hence, the general structure of the
nuclear safeguards evaluation process is extended according to the Fig. 2.
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Fig. 1. Structure of the overall evaluation
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Fig. 2. General steps for nuclear safeguards evaluation with missing values

In the following section we present the CF process to estimate the imputed values
and define a trust measure to compute the trustworthy of such imputed values in order
to know how reliable will be the final result.

4.1 Imputation Process

The imputation process is based on a k-NN scheme and an estimation similar to the
process used by a collaborative recommender system [1,4] (see Fig. 3).

The main idea is to group the indicators according to their similarities by using a
similitude measure on expert assessments. To do this, a new proposal for nuclear safe-
guards which utilises a collaborative filtering technique based on the k-NN algorithm
(K nearest neighbours) is applied. To obtain those similarities is used the cosine dis-
tance [11] (see Eq. 1). In order to impute a plausible value for the missing one of an
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Selection of neighbours Estimation of the value

Fig. 3. Scheme of a Collaborative Recommender System

indicator is used the weighted mean (see Eq. 2). This imputation is expressed by means
of a linguistic 2-tuple [5] to improve the precision of the linguistic imputed value.

X.l:" Wi v
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w(i, j) = cos(t;0;) = m (Djv(e, 1) (2)

In Eq. 1 and Eq. 2 7 and j are indicators and e the expert who has not provided his/her
assessment.

The imputed values are not real expert’s values, but rather an approximation to them.
So, there exist some imprecision. Different precision metrics for collaborative filtering
can be found in the literature such as MAE (Mean Absolute Error) [12], ROC [10] and
so on. These metrics compute an error between the imputed values and real values. But
that is not enough in our problem, because we need to know how trustworthy are those
imputed values rather than its possible error.

4.2 Trustworthy of the Imputed Values

Therefore, in order to know the trustworthy of the imputed values computed by the
previous imputation process, we define the following trust measure:

Definition 2. Assume that an expert provides his/her vector of linguistic assessments
Jor the m indicators in nuclear safeguards evaluation, X = {r1, . om by e S =
{50s -, 84} and, there exists a set of missing values X = {77, ... 75} C X, that has
been imputed in the imputation process. The trustworthy of an imputed value, T(Z5), is

defined as:

A.

T(a7) = (1= 5,V + 5,

T(75) € [0.1] (2)

~ 1=k .
= w(g.l) . . . . L . ..
where S; = Q}‘L is the arithmetic mean of the similarities among the indicator;

. . . —sd(x . . .

J, and the k nearest indicators. And V. = w being sd the standard deviation
of the assessments used to compute the imputed value and g + 1 the granularity of S.
Eventually k indicates the real number of neighbours involved in the computation of

T from the initial K computed by the k-NN algorithm.

The definition of T'(Z7}) is based on the different cases of study whose results show that
the more assessments are used to compute the imputed value the more trustworthy is.
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Similarly, the more homogeneous are the assessments the more reliable is the imputed

value. Thus, the more 7'(77) the more reliable is the imputed value. This measure will

be used in the process presented in Fig. 3 in order to obtain the trustworthy of the global
~ assessment.

5 A Case Study

Here we present a case study that shows the results obtained by the proposed imputa-
tion model in a reduced dataset of four experts and 22 indicators in a nuclear safeguards
problem (see Table 1). For the imputation model we have fixed the following param-
eters: K=15, the similarity measure is calculated by utilizing the cosine distance (Eq.
1) and for the imputation algorithm the weighted mean (Eq. 2). Therefore, the model
imputes values and the results obtained are shown in Table 2. Additionally, in Table 2
is shown the trustworthy of each imputed value as well.

Table 1. Experts evaluations

ind.1 23456789 1011

el h pvim? h mp ml ?
e2 1 vh2 m1 m1l viIl 1 m
e3 h h p vhm vhvhh ? m vh
ed ppp ?p mvhvhh h m

ind. 12 13 14 1516 17 18 19 20 21 22

el vip vh? I h mmp h m
e2 mp ml I mm? mmvl
e3 1 p p vl
e4 ? vhh I m

p m vhp vh?
? 1 vhh vhl

Once we have obtained the imputed values and their trustworthy, we keep applying
the safeguards process shown in Fig. 2 based on [13], in which the experts assessments
are synthesized in a multi-step aggregation process to obtain a global value and its trust-
worthy is also obtained by aggregating the trustworthy of each assessment. To obtain the
global assessment, first it is computed a collective assessment for these indicators and
then, a global assessment is obtained by aggregating such collectives assessments. In
this case, we have obtained a linguistic 2-tuple for the nuclear safeguards result (high,
0.23) with a trustworthy 0.86.

If we use the safeguards model presented in Fig. 1 without the imputation of missing
values the result obtained is (medium, 0.33). We can then observe the relevance of the
missing values. Therefore, the treatment of such values must be a cornerstone in nuclear
safeguards evaluation.
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“3@“‘” ' Table 2. Predictions and trust measures
r »

ind.]» 1 el l e2 | e3 ed

pred.  trust pred. trust pred. trust pred. trust
3 (m,-.154) .866
4 (h..313) .866
5  (h-46) 863
9 ) (vh,-.361) 931
11 (h,-.132) .93
12 (h,.242) 796
15 (m,.493) .798
17 (vh.-.459) .866
19 (m,-.16) .866
22 (vh,-4) 858

6 Conclusions

Nuclear safeguards evaluation is a complex problem where the experts use different
sources of information to evaluate related indicators. This evaluation is usually inac-
curate due to the uncertainty of the sources of information and the huge amount of
information to manage. Such uncertainties and inaccuracies make that experts some-
times cannot provide assessments for all indicators appearing missing values. In this
contribution, we have presented a linguistic nuclear safeguards evaluation model that
manages these missing values by means of an imputation process based on a collabora-
tive filtering algorithm. Additionally, we have provided a trust measurement to measure
the goodness of the imputed values.
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