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Nowadays, Internet of Things (IoT) devices, especially wearable devices, are commonly integrated into modern intelligent
healthcare software. These devices enable medical practitioners to monitor pervasively patients’ parameters outside the
clinical environment. However, the ease of manipulating wearable devices and their data streams raises concerns regarding
patient privacy and data trust. Distributed ledger technologies (DLT) offer solutions to enhance resistance against infor-
mation manipulation and eliminate single points of failure. By leaveraging DLT, wearable-based solutions can be
developed with a wider range of capabilities. This paper carries out an analysis of shortcomings, limitations, potential
applications and needs in the medical domain, to introduce Phonendo 1.0, a DLT-IoT-based platform designed to capture
data streams from wearable devices and publishing them on a distributed ledger technology infrastructure. The architecture
and its difference services are justified based on the identified needs and challenges in the medical domain.
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1 Introduction

In the medical domain, novel intelligent computing ser-
vices usually leverage wearable and IoT devices to address
various health and well-being issues [2, 38]. Nowadays,
there is a wide diversity of available devices, sensors, and
computer-based solutions that fall under the category of
IoT. However, defining IoT is not straightforward, and
multiple definitions can be found in the specialised litera-
ture [20, 62, 67]. These definitions attempt to delimit IoT
based on the characteristics of its elements [67], commu-
nication typology [62], enabling aspects for applications
[66] or even from a temporal perspective that considers the
ratio of connected objects to the internet versus people
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[24]. In our proposal, we focus on the use of wearable
devices, which are considered a subset of IoT devices
according to Rose et al. [67].

The IoT has evolved into a robust and demanded service
infrastructure for the healthcare sector, known as the
Internet of Medical Things (IoMT) [65]. Similarly, the
term mHealth is used to describe the utilisation of mobile
devices and other wireless devices in healthcare [13, 54].
Wearable devices enable pervasive remote monitoring of
patient’s parameters such as heart rate, body temperature,
cardiovascular pressure or glucose levels among others.
Therefore, wearables are highly suitable for implementing
IoT-based solutions in the health and well-being domains
[38]. Thus, the gathered data streams related to these
parameters can be used to recognise complex activities
such as physical exercise, sleep cycles, anxiety episodes,
cardiac crises or loss of consciousness [18].

Despite the relevant features and advantages provided
by wearable devices for health-based solutions, it should be
noted that IoT devices in general and wearables in partic-
ular, suffer from security problems [81]. These issues have
resulted in the failure of many real-world related proposals
[49, 75] and impede the current and future development of
promising health services based on these devices. In fact,
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complex analysis of wearable data streams can lead to the
discovery of critical data [25, 41].

Consequently, in order to address these security prob-
lems, recent proposals explore the use of DLT to leverage
its features [26, 80]. Specifically, the promise of resistance
to information tampering and the resilience to single points
of failure, which alleviate existing security concerns.
Addressing these security challenges is crucial to enhance
the comprehensive context of patient’s clinical information
and other data elements included in precision medicine
[37]. Thus, the combination of IoT and DLTs represents a
significant advancement in medical applications such as
[35, 64]: drug traceability, patient monitoring/electronic
health records, and managing medical records.

Following such a trend, this paper aims to study the
applicability of DLTs to a real-world wearable scenario,
with a primary focus on securing the processes of col-
lecting, storing and publishing health wearable data. Con-
sequently, an analysis of shortcomings, limitations,
potential applications and needs in the medical domain is
conducted based on the specialised literature, to introduce a
novel proposal for secure IoMT based on DLT and to
develop a platform so-called Phonendo. Phonendo enables
the pairing of wearable devices, capturing and verifying
their data streams, and publishing them on a dedicated
DLT infrastructure, commonly referred as DLTI, thus
avoiding previous flaws.

The remaining of the contribution is structured as fol-
lows. In Sect. 2 related works are analysed to extract the
key features for developing a DLT-based framework.
Section 3 includes an analysis of the impact of publishing
data on a DLTI, their adaptation to a wearable scenario and
the potential benefits and limitations of using DLTs in the
medical domain, introducing some possible applications.
Section 4 presents the architecture of Phonendo and justi-
fies its design decisions. The paper finishes with the con-
clusions and future work, included in Sect. 5. Appendix
reviews the main concepts of IoT and DLT necessary for a
clear understanding of the proposal.

2 Related works

The need for IoT solutions to benefit from certain DLT
characteristics, has resulted in the integration of DLT in
these solutions [7]. The basic concepts about IoT and DLT
are provided in Appendix for reference, if needed.

Since Samaniego et al. proposed the idea of Blockchain as
a Service (BassS) for IoT [69] dozens of researchers have
applied DLT to their work [7, 57, 77]. Multiple examples can
be found in the literature across various contexts. For
example, in the industry, for industrial IoT solutions [11, 27],
such as those focusing on supply chain [85], or food
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traceability [47]. Athavale et al. integrate blockchain with
IoT for storing and managing data [9], and similarly, Ozy-
ilmaz et al. take advantage of smart contracts to develop a
marketplace for data obtained by IoT devices [56].

Apart from the various applications in different sce-
narios, most works focus on using DLT, generally block-
chain, as a security mechanism for their systems [29, 60]. It
is notably used for forensics [45, 48] and access control
[36, 58].

In the medical domain, nowadays, more and more
medical practitioners are encouraging patients to use
wearable devices to collect medical records outside the
hospital environment. Patients are willing to do so as they
want to be involved in their diagnosis and make more
informed decisions about their health [6]. However, the
increasing number of wearable medical devices has raised
concerns about the possibility of these devices being
hacked by unauthorised individuals to access patients’
health records [4]. These are the main issues that have
motivated the adoption of DLT in the medical domain.

It is necessary to highlight that most of proposed solu-
tions are still prototypes and not yet in use. However, as
DLTs mature, they will be increasingly adopted in real
scenarios. Gupta el at. proposed a blockchain-based
framework for telesurgery using Hyperledger Fabric (HF)
[33]. Alam et al. proposed a framework that integrates
blockchain and IoT to enable data sharing for remote
patient monitoring, aiming to provide accurate diagnosis
while reducing costs and unnecessarily hospitalisations [6].
In this case, blockchain is mainly used to foster trans-
parency and information exchange between parties. Simi-
larly, Amofa el at. introduce a prototype that takes
advantage of Smart Contracts (SCs) to securely share
personal health data [8].

More recently, Namasudra et al. proposed the use of
Ethereum and SC for generating and verifying medical
certificates [51], while Khan et al. store and update infor-
mation obtained from a brain-computer interface in HF
using SCs [42].

Regarding the storage of electronic health records,
Shahnaz et al. use Ethereum to provide a secure storage for
electronic health records by implementing multiple access
rules via SCs [73].

To sum up, those permissionless solutions that uses
Ethereum offer transparency and can benefit from SC, but
have associated transaction fees. Moreover, these solutions
do not scale well and transactions are confirmed with a
delay of seconds.

On the other hand, permissioned approaches, mostly
based on HF, scale well and transactions are confirmed
quickly. However, the existence of a central authority to
provide access to participants, can be seen as a lack of
transparency.
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To address these issues, researchers have turned to
IOTA (see “Appendix”), leveraging its unique features as
permissionless DLTI that offers high scalability and fee-
less transactions. Several studies have explored the use of
IOTA in the healthcare domain. For instance, Cisneros
et al. proposed CoviReader, a decentralised healthcare
management system that anonymously share user data to
assist in controlling the spread of Covid-19 [21]. Abdullah
et al. utilised IOTA MAM channels to ensure secure data
sharing within a healthcare system [3]. Rydningen et al.
highlighted the advantages and opportunities of using
IOTA for health data management, while also discussing
concerns such as privacy, security, or data inaccuracies
[68].

Given the aforementioned considerations and recognis-
ing the benefits of IOTA, this paper introduces Phonendo, a
platform that leverages IOTA as its chosen DLTI (see
Sect. 4).

3 Examining the feasibility of DLT
in mHealth scenarios

In this section, it is analysed the impact of publishing data
on a DLTI, their adaptation to a wearable scenario, as well
as the potential applications and limitations.

3.1 Analysis of the impact of a DLTI on the data
register

Before designing or implementing any solution that inte-
grates a DLTI, it is essential to conduct and analysis. This
analysis becomes even more important in IoT scenarios
because the suitability of DLTI depends on the character-
istics of each environment (e.g. number of devices, type of
data, data frequency...), being necessary to justify the
convenience of using a DLTI. In our analysis, we consider
the following aspects: decentralisation, confidentiality,
performance, and transparency.

Regarding decentralisation, we should evaluate whether
our system benefits from the absence of a central authority
controlling and validating transactions. In mHealth sce-
narios, decentralisation may be beneficial, as it allows
patient data to be validated and stored in a more secure and
transparent manner, without the need for a central author-
ity. Therefore, these systems might benefit from being
decentralised.

Concerning confidentiality, we should consider whether
replicating data in multiple nodes violates any restrictions.
It is important to emphasise, that all data stored in a DLTI
is immutable, so no sensitive data should be stored in it.
Therefore, DLTIs are only suitable in mHealth, if the
solution only stores anonymous data.

In terms of performance, a traditional database outper-
forms a DLTI in managing large volumes of data and
numerous writing operations. Additionally, it is necessary
to determine the maximum delay that our processes can
tolerate until a piece of data is stored. For example, in
emergency response systems, data must be stored imme-
diately, while in a smart home, it might be acceptable if
data are stored within a few seconds. Considering that most
[IoMT solutions involve sending recurrent but small data
messages, DLTIs are recommended in mHealth solutions
as long as the selected DLTI has high scalability and the
solutions can accommodate its transaction time.'

Regarding transparency, DLTIs cannot remove nor
modify previous transaction, preserving dependencies
between them, which is crucial to have traceability within
the records. This allows third parties to audit the stored
data, providing transparency to the process. For example,
mHealth can benefit from this traceability to recognise
health events from patients’ vital signs.

In summary, after considering the above aspects we
conclude that DLTIs are suitable for use in mHealth sce-
narios. Therefore, any solution that uses data stored on a
DLTI can benefit from: (i) resilience to single points of
failure, (ii) resistance to alteration and/or deletion of data,
(iii) protection timestamp modification, and (iv) resistance
to identity spoofing [19].

Feature (i) is provided by the use of a distributed system
rather than a centralised one. Hence, compromising the
entire system would require attacking multiple nodes. Due
to the fact that, in a distributed system where there is no
central authority verifying the network status, consensus
mechanisms are integrated to carry out the verification
process. These mechanisms make DLTIs tamper-proof,
preventing users from rewriting the ledger. This fact, pro-
vides features (ii) and (iii) to the stored data. Finally, fea-
ture (iv) is provided by the use of asymmetric
cryptographic mechanisms, such as digital signatures.

From other perspective, it is also important to analyse
the impact of DLTIs that support SCs, allowing the
development of decentralised applications (dApps) because
they enable: (i) implementation of crypto-economic models
as a way to incentive users to share data (e.g. geolocation);
(ii) allocation of non-fungible tokens to prove participation
in the system; (iii) marketplaces for buying and selling
aggregated or individual data; or (iv) Decentralised
Autonomous Organisations (DAOs) [44] to regulate
aspects such as adding permissions or issuing rewards to
participants.

At this point, we have only focused on storing data on a
DLTI ledger. However, in some cases, using a Distributed
File System (DFS) such as InterPlanetary File System

! The transaction time is the time for confirming value transactions.
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Table 1 Comparison table between the DLT

Ethereum HF I0TA
Type Permissionless Permissioned Permissionless
Topology Blockchain Blockchain Direct acyclic graph (DAG)
Consensus Proof of stake (PoS) Practical byzantine fault tolerance (PBFT) Fast probabilistic consensus (FPC)
Scalability Low High High
Support to SC v v vV
Cost Fee Feeless Feeless

(IPFS)? could be sufficient. Rather than storing a file in a
single, centralised location, it is disseminated across a
distributed system of users, each holding a portion of the
overall data. Nonetheless, it is necessary to highlight that a
DFS might either: (i) lose some of the benefits offered by a
DLTI or (ii) require additional actions to achieve equiva-
lent characteristics.

For example, using a DFS will simplify both the gen-
eration of multiple values for a single read and information
concealing to deliver a particular value. Apart from that,
solutions such as IPFS do not guarantee specific value
retrieval, requiring the existence of nodes with a copy of
that particular value. Thus, own nodes or dedicated ser-
vices must be used to prevent data loss.

3.2 Adapting to a mHealth wearable scenario

Focusing on a mHealth scenario with a prominent use of
wearables, it is necessary to figure out how can we adapt
the architecture to such devices and determine which DLTI
is the most appropriate for storing their data.

Adapting the architecture to wearable devices

A platform that exposes an architecture adapted to
wearables must take into consideration their characteristics.
The main ones are: (i) concurrency of multiple devices, (ii)
small data payloads, (iii) recurrent data capture, (iv) sen-
sitive data, (v) easy attackability, (vi) low computational
resources, (vii) different hardware specifications, and (viii)
different communication protocols.

Characteristics (i), (i), (ii), (iv) have been previously
considered in Sect. 3.1 regarding decentralisation, perfor-
mance and confidentiality. Thus, the architecture of wear-
able devices should have high scalability to allow
processing multiple devices continuously sending small,
but recurrent messages. Moreover, only anonymous data
should be published on a DLTI. Regarding (V), security
mechanisms need to be implemented to maintain system
integrity and data privacy even if a given wearable is
hacked. These mechanisms cannot require wearables to

2 https://ipfs.io/.
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carry out extra computational costs, concerning (Vi).
Finally, considering characteristics (Vii) and (Viii), the
architecture should address the interoperability issues
caused by heterogeneous hardware and communication
protocols.

Selection of the most appropriate DLTI

In our scenario, the main consideration when choosing a
DLTI may focus on whether to select a permissioned or a
permissionless DLTI. On the one hand, the former opti-
mises computational resources, reduces operating costs and
increases control over access to information. On the other
hand, the latter allows any entity to verify the information
within the ledger and build third-party applications using
these data.

Therefore, we consider that a permissionless DLTI
would allow a larger number of applications to be con-
ceptualised and thus, our proposal focuses on this type of
DLTIs.

Considering the different DLTI options, described in
Table 1, IOTA [59] has been chosen as the DLTI for our
platform. It is, a DAG-based DLTI that has the following
features DLTIs [28]:

e No commission costs on writing IOTA is feeless, so
users do not have to pay to publish on the Tangle.
Therefore, no tokens are required for the publication
process.

e Low latency information addiction In IOTA, there are
no blocks. Any new transaction needs to validate two
previous transactions in order to be appended in the
ledger. This gives the infrastructure a great throughput.

e Libraries The IOTA ecosystem provides multiple
libraries that facilitate the integration of applications
with the DLTIL.

e Support for SC The latest version of IOTA integrates
the IOTA Smart Contract Protocol (ISCP), allowing
developers to use SC in the DLTIL.

To sum up, IOTA is a highly suitable DLTI for our plat-
form in terms of efficiency and performance. Nonetheless,
there are two significant issues that need to be considered.
Firstly, due to its feeless nature, the ledger quickly
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increases in size. To address this issue, a process of
instantiating a new ledger and a balance snapshot are
periodically performed. Moreover, a Permanode [28] is
required to retrieve historical information. Secondly, IOTA
requires Proof of Work (PoW) per transaction as a SPAM
prevention mechanism. Thus, if the publishing device has
limited computational resources, it may delegate the PoW
to a third party.

It is important to note that both problems arise from the
use of IOTA’s public network and not from the use of its
technology. Therefore, it would be possible to deploy a
hypothetical DLTI using its technology and limit itself to
storing information of interest to the domain while reduc-
ing or eliminating the PoW per transaction. However, it is
easy to reason that (i) if access is not limited, this hypo-
thetical DLTI could be easily attacked, whereas (ii) if
access is limited, we are essentially converting the DLTI in
a permissioned one.

3.3 Potential applications and limitations
of solutions

After analysing the impact of a DLTI on the data register
and the considerations needed to adapt to a wearable sce-
nario, it is necessary to point out both potential applications
and limitations.

Regarding the former, our hypothesis is that having a
platform with the characteristics mentioned in Sect. 3.1
allows for the conceptualisation of applications that can
benefit from the value added by this platform, especially in
healthcare:

e Validation of medical studies It is possible to guarantee
that the data have not been manipulated and reflect the
one captured in the given study.

e Transparency and traceability The platform enables
determining the time when a healthcare episode begins,
avoiding its concealment. This information can be used
to measure aspects such as the reaction time of health
services or identify the source of the episode, thereby
preventing negligence.

e Health research With data stored in the platform from
trusted sources, “high-quality” data can be provided for
studies, where quality refers to the veracity of the
available data.

e Certification of medical conditions Controlled environ-
ments can be used to perform activities such as such as
stress tests on elite athletes and certify the result to a
third party.

o [Incentivising the performance of healthy activities
Gamification systems can be established to incentivise
healthy habits among citizens, with the involvement of
governments and health practitioners.

e [nformation sharing between different entities Users
can share their health records with different specialists.

However, it is important to note that any of the features
listed in Sect. 3.2 can be defeated by employing different
attacks.” Therefore, it is necessary to highlight that a data-
driven solution should not be built if the cost of attacking it
is lower than the potential benefit.

Furthermore, any solution focused on capturing data
should be reconsidered if participants have to provide data
that may benefit or harm them. This is because such sce-
narios can motivate participants to misbehave in order to
obtain benefits. This is particularly important if the data
can be manipulated prior to publication.

Finally, considering the sensitiveness of data captured
by wearables, solutions should be avoided if users’ privacy
is at risk, even if the information can be encrypted prior to
storage.4

Note that the mentioned limitations not only apply to the
proposed platform, but also to any platform with similar
characteristics. Therefore, solutions should be ideally
implemented in those scenarios that meet one or more of
the following characteristics:

e Individuals have no direct control over the readings of
the wearable devices they use, and the wearable devices
are provided to them ready to use.

e The devices are used under the monitoring of an
impartial supervisor.

e The data captured do not cause harm to the individual
using the devices, and there are no desirable or
undesirable values for them.

e The correct use of the devices is beneficial to the
wearer.

4 Phonendo platform

In previous sections we analysed the importance of DLTIs
for storing data from IoT devices and identified IOTA as
the most suitable DLTI. We also explored the different
potential applications of this infrastructure in mHealth.
Therefore, in this section, we present Phonendo, a
platform consisting of several software services that man-
ages the entire data lifecycle from wearable device data
collection to publishing them on IOTA. This section
describes Phonendo’s architecture, services, design

3 51% attacks on certain DLTIs for (vi) and (ii), social engineering
attacks for (iii), or denial of service attacks for (iv).

* It is necessary to highlight that if we store data in a DLTI,
encryption is not enough because the data will be permanently stored
and encryption algorithms might be cracked in the future, revealing
all sensitive data.
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considerations and data flow; which will be further detailed
in the coming subsections. Phonendo’s source code is
available on GitHub.

4.1 Phonendo’s architecture

Phonendo’s architecture follows a microservice event-dri-
ven approach and it is comprised of five components:
Reader, Manager, Storage, Verifier and Publisher. Fig-
ure 1 illustrates the interconnections between all the
components (see Sect. 4.2) and their main functionalities.
This architecture has been designed considering flexibility,
scalability and adaptability to different applications.

Comparing Phonendo’s architecture with other proposed
DLT-based architectures for healthcare, we observe that all
proposals share modules for collecting and storing infor-
mation. For instance, Casado-Vara and Corchado propose
three layers dedicated to data collection, management, and
storage [17]. Leeming et al. propose a blockchain layer and
a storage layer with a blockchain-agnostic design [46].
Abdullah et al. propose an architecture focused on storage
and information retrieval, distinguishing between publish-
ers, who send information to IOTA, and fetchers, who read
information from IOTA [3]. In our case, in addition to
these common modules (“Reader”, “Manager”, “Stor-
age”, and “Publisher”), we introduce the “Verifier”,
which is responsible for ensuring the integrity and
authenticity of the data.

The current implementation of Phonendo represents our
initial efforts to validate the end-to-end functionality of the
platform. Our primary objective was to demonstrate the
operational feasibility of Phonendo by seamlessly inte-
grating wearable device data.’

For the development of Phonendo, we selected the
Node.js framework and JavaScript programming language
due to their suitability for rapid prototyping and their
widespread adoption within the developer community. The
choice of HTTP as the communication protocol was driven
by the simplicity it offers in facilitating data transfer
between services.

During the implementation phase, we utilised the Pine
Time’ smartwatch as a reference device to ensure com-
patibility and assess the integration of Phonendo with a
real-world wearable device. This allowed us to validate the
functionality of the platform and its ability to handle data
from smartwatches, which are commonly used in health-
care and fitness applications.

5 https://github.com/sinbad2-ujaen/phonendo.

6 https://github.com/sinbad2-ujaen/phonendo/tree/main/demo pro-
vides demonstrations of the end-to-end functionality of the system.

7 https://www.pine64.org/pinetime/.
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It is important to note that the current implementation of
Phonendo serves as a starting point for further research and
development. As we continue to refine the platform and
explore additional use cases, we anticipate introducing
enhancements and optimisations based on empirical
experimentation and user feedback.

4.2 Phonendo’s services

In this section, the services that constitute Phonendo’s
architecture are described. These services are designed to
handle different aspects of the data lifecycle and enable the
seamless flow of data within the platform. Below, we
provide an overview of each service:

e Reader: It manages the connection with the wearables,
acting as the gateway of the system. When a new data is
received, a verification process is carried out to verify
the sender. If it was previously registered in Phonendo,
the event is sent to Manager to start the process,
otherwise, the new sender is registered in the platform.

e Manager: It manages the life cycle of the data
interconnecting all Phonendo’s services. It main
responsibilities are (i) encapsulating communication
and orchestrating with the rest of components to
perform the business logic and (ii) certifying data and
data provenance. To do so, each message is signed with
a wearable’s public/private key. This key is generated
for each wearable device using its MAC address and a
given password, applying SHA256 algorithm [31]. This
password is owned by Manager and unique on each
application.

e Storage: It enables both modelling information and
controlling the state of data in the operational flow. It
allows retrying any potential event that has not been
sent due to an infrastructure/software failure. To
improve the platform’s performance and scalability,
key-value storage database engine has been used
LevelDB.®

e Verifier: It validates the integrity of the data using
multiple heuristics, generating as a result of its execu-
tion a signed message that timestamps the captured
data. Those heuristics may be different depending on
the scenario, but in our case, Verifier checks if values
are within allowed ranges; and data timestamps to avoid
old transactions.

e Publisher: It is responsible to carry out the publication
on the IOTA network [28] where the messages signed
by Verifier are published. In order to allow traceability a
common index has been set. In addition, each message

8 https://github.com/google/leveldb.
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is linked to the last messageld as the parent message,
and as future improvement.

4.3 Architectural advantages of the phonendo
platform

The design of Phonendo’s architecture is the result of
careful considerations to meet the requirements of a robust
and flexible platform for managing wearable device data.
To achieve this, Phonendo adopts a microservice event-
driven architecture, which offers several advantages. Let’s
delve into the reasons for each component and the benefits
they bring to the platform:

e Reader: The Reader is specifically designed to support
various types of wearables and establish a secure and
reliable communication channel. One of the key
advantages of separating the Reader functionality is
its low computational requirements, allowing it to run
on low-spec devices. This opens up the possibility of
deploying multiple Reader instances at a low cost, both
in terms of energy consumption and acquisition.
Additionally, the use of low-power devices enables
battery-powered operation, further enhancing the scal-
ability and flexibility of the Phonendo platform.

e Manager: The Manager service serves as the orches-
tration layer in Phonendo’s architecture. It plays a
crucial role in managing system changes and addressing
various challenges that may arise. By separating the
Manager component, Phonendo ensures the flexibility
to adapt to evolving requirements and seamlessly
handle issues. .

One important aspect of the Manager is its role as the
representative of the Reader components. While Read-
ers capture data from wearable devices, it is the

Manager that generates and manages the private/public
key pairs for each device, as well as handles the
communication process. This design ensures the Man-
ager’s authenticity and prevents unauthorised entities
from impersonating it.

Storage: The Storage service in Phonendo is a vital
component responsible for managing data and control-
ling its state throughout the operational flow. By
separating the storage functionality, Phonendo offers
several advantages. Firstly, it enables the Manager to
operate with stateless logic, allowing for streamlined
data orchestration and ensuring data integrity. In
addition, the Storage service provides resilience in case
of Manager failures or downtime by allowing the
Manager to consult the stored data and reconstruct the
system’s state.

Moreover, the separation of the Storage service opens
up possibilities for further enhancements. For instance,
Phonendo can explore distributing information across
multiple Storage services, enabling efficient data pro-
cessing and resource utilisation. Additionally, the plat-
form can leverage the flexibility of the Storage service to
accommodate different database technologies, providing
the freedom to switch to alternative solutions based on
specific needs and scalability requirements.

Furthermore, the Storage service can serve multiple
Managers, enabling centralised data storage and retrieval
while maintaining modularity and scalability. This
capability empowers Phonendo to support diverse use
cases and scenarios where multiple Managers can access
and interact with the same storage infrastructure.
Verifier: The Verifier service in Phonendo plays a
critical role in ensuring data integrity and authenticity.
While its primary function is to validate the received
data, it goes beyond that by issuing a verifiable

@ Springer
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signature on the verified information. This signature
serves as proof of the Verifier’s endorsement, adding an
additional layer of trust and establishing the Verifier as
a trusted authority.

The separation of the Verifier from the Manager in
Phonendo’s architecture has several motivations and
potential future implications. By isolating the Verifier,
Phonendo enables it to operate independently, allowing
for enhanced security and trust. One possible avenue for
future exploration is the publication of the Verifier’s
public key on a trusted platform, such as a blockchain,
along with associated metadata. This would facilitate
the establishment of hierarchical trust endorsements,
where higher-level Verifiers endorse the identity and
verification capabilities of lower-level Verifiers.

Furthermore, the use of advanced governance frame-
works could enable the endorsement of trust from
trusted entities, such as notaries or regulatory bodies, to
specific Verifiers within the Phonendo ecosystem.
These endorsements could enhance the overall trust-
worthiness and reliability of the verified data. Addi-
tionally, the exploration of revocation mechanisms
could allow for the timely and secure revocation of
certain data, ensuring data accuracy and accountability.

While these ideas are still in the realm of future
possibilities, they serve as motivations for the architec-
tural decision to separate the Verifier from the Manager
in Phonendo.

e Publisher: The Publisher service in Phonendo is
responsible for data publication on the IOTA network.
By separating this functionality, Phonendo achieves
flexibility in resource allocation and scalability. Light-
weight devices like Arduino or Raspberry Pi can be
utilised for the Reader components, while more pow-
erful devices can handle the Publisher service. This
design choice enables cost-effective deployment and
horizontal scaling.

Furthermore, the separation of the Publisher service
opens up possibilities for future enhancements. Alter-
native DLTs can be seamlessly integrated into Pho-
nendo, providing adaptability to evolving healthcare
data management requirements. Additionally, exploring
collaborative PoW schemes and hybrid data publication
approaches can optimise efficiency and security.

The architecture of Phonendo is designed with the princi-
ples of simplicity, performance, flexibility, and scalability
in mind. By separating the functionality into individual
services, Phonendo provides a modular and adapt-
able platform that can be easily tailored to different
application scenarios. This design approach empowers
developers and researchers to integrate their IoT solutions
with a DLTTI effectively.
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4.4 Phonendo’s data flow

This section describes the data flow carried out in
Phonendo and the interaction of all its services detailed
above (see Fig. 2).

1. Matching 1t is the first step to allow the connection
between a wearable device and Phonendo. The con-
nection process is managed by the Reader component.
Reader performs some basic verifications associated
with a minimum contract, indicating its serial number,
the type of wearable device, data types, and other basic
information. Finally, it is registered in the database and
provides an API token to perform the rest of the

operatives.
{
"device":"F5:C5:D8:50:BB:D5",
"type" :"SMARTWATCH",
"serialNumber": 234324875123213,
"creationDatetime": 1676389938
}

2. Data reception Once a device is successfully registered

it can start sending events to the system. This step
involves Reader and Manager components. Reader
notifies Manager when new data is received through a
HTTP request. Once Manager receives data, it is

involved in data processing, verification and
publication.
{
"type": "HEART_RATE",
"value": 100,
"device": "F5:C5:D8:50:BB:D5",

"creationDatetime": 1676846304009,

3. Data processing. Manager requests Storage to model

the data to allow abstraction, obtaining as a result a
JSON document. Internally, Storage stores these data
and sets its status to “Captured”.

{
"key": "9dc49539-68c4-4ef4-b7b6-d7c25dbb40c9",
"value": {

"status": "Captured"

4. Verification. Manager signs the data to ensure data

provenance. In addition, Manager requests Verifier to
verify and sign this document, resulting in a signed
JSON document. Data is signed using the Verifier’s
public/private key and SHA256 algorithm. This key is
shared between all the instances in the deployed
environment.



Wireless Networks (2024) 30:6507-6521 6515
‘Wearable :Phonendo :Phonendo :Phonendo :Phonendo :Phonendo 1OTA
Device Reader Storage Manager Verifier Publisher .
connection : .
request connection '
" register sender
S B St >|
_ return connection
new data N : ;
g handle new data
_J : insert data / state (Captured)

remove data (Published)
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"key": "9dc49539-68c4-4ef4-b7b6-d7c25dbb40c9",
"value": {

"managerSign": "303f£021d437791d6442dd0£8309...",
"managerSignDatetime": 1676846304009,
"verifierSign": "303£021d48885442d6442dd0£8309...",
"verifierSignDatetime": 1676846304010,

5. Status update: verified. Manager notifies Storage the
data verification, and Storage updates the status to
“Verified” .

{
"key": "9dc49539-68c4-4ef4-b7b6-d7c25dbb40c9",
"value": {
"status": "Verified",
}
}

6. Data publication Manager requests the publication by
Publisher. This process involves data preparation, to
create the IOTA message structure and send it to the
Tangle. Obtaining, as a result, the confirmation of the
publication in IOTA with the “messageld”.

{
"message": {
"networkId": "6514788332515804015",
"messageld": "bl9e2dabed4cad4dc822cc8b13d...."
}

7. Status update: published. Manager notifies Storage of
the publication, which performs the removal from the
database to end the data lifecycle.

validate and sign data
>
return signed data

<

data ready to be publish

g publish on IOTA
>
return message Id

<

return publish‘ confirmation

This data flow ensures the seamless processing and publi-
cation of wearable device data in Phonendo, providing a
reliable and secure platform for managing and utilising
such data.

5 Conclusions and future work

In this paper, we have introduced a novel proposal for
securing IoMT based on DLT and developed a platform
called Phonendo that allows for pairing wearable devices,
capturing, verifying, storing their data streams and pub-
lishing them on a dedicated DLTI, thus avoiding previous
flaws. Namely, Phonendo (version 1.0) has been presented
describing its architecture, services and data flow. Its code
and end-to-end demos are publicly available on GitHub,
therefore, developers and researchers can take advantage of
Phonendo to integrate their IoT solutions with a DLTIL.
Currently, Phonendo is limited to the Bluetooth Low
Energy (BLE), so devices with other communication pro-
tocols are not compatible. However, since Phonendo is
open source and its code is available, any developer can
extend the system to support new protocols and devices. It
is important to note that Phonendo is a tool that researchers
and practitioners can use as a starting point to develop
trusted IoT systems adapted to specific scenarios.
Regarding future works, there are several directions that
might be pursued. Phonendo’s services can be extended as
detailed in Sect. 4.3, by exploring different storage solu-
tions; using advanced governance frameworks to provide
trust; or optimising efficiency and security through col-
laborative PoW schemes and hybrid data publication.
Additionally, the platform can be enhanced with more
functionality, focusing on aspects such as encryption,
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connection protocols, access regulation, query resolution or
generation of analytical data. An example of such new
features could be the integration of Self-Sovereign Identity
(SSI), leveraging the Identity [28] framework provided by
I0TA.

Appendix: Background

This appendix provides a brief overview of the basics
concepts of IoT and DLT, which are essential for under-
standing our proposal.

Internet of Things

The recent advancement in communication, wireless sensor
networks and information technologies have led to the
development of systems that integrate numerous of devices
to interact with their environments [12, 71, 83]. As a result,
IoT has become a pervasive technology in people’s daily
lives, despite some reservations about its applicability in
scenarios involving sensitive data such as, the health
domain, due to various security issues [81].

Since its inception, IoT solutions have had a positive
impact on various domain including transport and logistics
[32, 84], smart environments [34, 78], social and personal
applications [72], or healthcare [1, 10, 39].

However, most of IoT solutions face certain common
challenges and limitations:

e Massive amount of data and/or nodes. 10T solutions
typically integrate a large number of devices that
continuously produce data. Managing and processing
this massive amount of data is challenging, and
ensuring data consistency between sensors can be even
more difficult.

e Decentralisation. The presence of numerous nodes in
an IoT network and their communication contribute to
the decentralised nature of IoT [79].

e [Interoperability The heterogeneity of IoT
devices usually results in the use of different commu-
nication protocols and software, leading to unstable and
unpredictable connections.

issues.

The characteristics of IoT-based solutions and devices can
give rise to various technological weaknesses and potential
attacks on such applications [81]. Indeed, these attacks
target vulnerabilities in different elements of the IoT
solution including end devices, communication channels,
network protocols, sensors, denial of service, and software.

To address these limitations, several authors have
explored the potential of using DLTs [59, 70].
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Distributed ledger technologies

The concept of DLT is built upon the principles of cryp-
tography [61] and distributed database systems [55].
Cryptographic elements are employed to ensure data
integrity and non-repudiation, while distributed database
systems consist of a network of peers (nodes) where data is
recorded without the involvement of any central authority.
In recent years, DLTs have gained popularity due to their
distinctive characteristics[63]:

e [mmutability. Data stored in a DLTI is permanent and
cannot be altered.

e Decentralisation. The network operates without central
authority controlling it.

e Distribution. All network participants possess a copy of
the records (ledger), ensuring complete transparency.

e Tamper-proof. As data cannot be modified, participants
can trust the authenticity of the records within the
network.

e Time-stamped. Each record is associated with a times-
tamp, which is valuable for traceability purposes.

e Consensus. The network implements mechanisms to
determine its status through agreement among its
participants.

e Security. Records are individually encrypted, and
asymmetric cryptography is utilised, preventing partic-
ipants from repudiating transactions carried out from
their accounts.

Below are described the most popular types of DLTs:
blockchain and DAGs.

Blockchain is the most prominent type of DLT, having
been first used as Bitcoin’s infrastructure to support Peer-
to-Peer (P2P) economy [50]. In the blockchain, each
transaction contains information about the sender, the
recipient, and the transacted data [63]. Moreover, all
transactions carried out in a certain time interval are stored
in a block. Each block has an identifier that is the value
resulted after computing a hash function of all block’s
content [23, 52].

A hash function is a one-way function that, given an
input, produces a string of characters with a fixed length
(hash). Thus, its two main particularities are that: (i) a
minimum change in the input produces a significant change
in the output, known as the “avalanche effect” [74]; and
(i1) it is currently computationally challenging to get the
input data from a given hash, unless the value is selected
from a known pre-calculated domain.

Apart from the transactions, each block has the identifier
of its previous block, which is also considered when
computing the block’s hash. This fact is what makes a
chain of blocks. The first block, called the genesis block,
has a previous block’s hash that is essentially arbitrary,
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tangle)

Genesis > #1 > #2 > #3 > #4
(a)
Confirmed Semi-confirmed
Transaction Transaction
New
Transaction

(b)

Due to the fact that blockchain does not have a central
authority that guarantees the network status (e.g. deciding
which block should be appended to the chain), it is nec-
essary to implement mechanisms that allow nodes to do so
themselves. These mechanisms are the consensus

serving as the starting point for the blockchain. This can be

a string of zeros, an empty string, or a predetermined seed,

depending on the specific blockchain implementation.
Figure 3 depicts all the elements mentioned above.
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algorithms [82]. The two most used are [76]: PoW [30] and
PoS [53].

Regarding user access, blockchains can be classified
into: (i) public, where anyone can participate without
restrictions; (ii) private, where data can be accessed only
by users who are granted specific permissions; and (iii)
federated, where there are pre-selected participants that are
accepted. Each participant has an equal ability to influence
network decisions, hence, this type of blockchain is not
open to everyone but semi-private.

In 2015, the development of Ethereum [14] represented
a technological shift for blockchain, from being exclusively
used for electronic payments to the emergence of dApps
[15]. dApps appeared thanks to the concept of SC which
are pieces of code stored and executed on the blockchain
[43] that fulfils an arrangement that involves an exchange
of digital assets between two or more parties [40]. In this
public blockchain, for each transaction and each new smart
contract deployment, it is necessary to pay a fee in Ether
(ETH) that is used to pay the computational cost associated
with the transaction.

Despite the advancements brought by Ethereum, there
are several scenarios where its application is not optimal,
especially in cases where companies need to keep their
valuable information private. This need is addressed by
HF, the most representative federated blockchain [16]. In
HF, the blockchain is formed by nodes of participating
entities, requiring authorisation to join the network. Since
HF does not necessitate miners to reach consensus, no
transaction fees are incurred, leading to faster transaction
processing compared to Ethereum [5]. It is important to
note, however, that the choice between Ethereum and HF
often hinges on the specific needs of the use-case. While
certain HF frameworks allow executing Ethereum’s audi-
ted smart contracts, the modularity and adaptability of HF
can provide advantages when total control over a restricted
domain is desired.

Although, blockchain is the most used DLT for public
DLTIs, it still has several limitations such as limited
throughput, transactions costs, confirmation delay or
inequity [22]. The IOTA protocol was proposed in order to
overcome these issues. Namely, IOTA aims at storing data
from IoT devices in a ledger called “the Tangle”, which
uses a DAG [59].

The main advantages of IOTA are that it is public,
feeless and scalable. The way in which a transaction is
added to the Tangle is through a consensus algorithm that
requires users to validate at least two transactions, previ-
ously sent to the Tangle, in order to complete their own
IOTA transactions (see Fig. 4). The confirmation of a
transaction is a complex process that involves network
depth and acceptance percentage, among other factors.

@ Springer

The intricacies of the confirmation process are beyond
the scope of this paper, but a detailed explanation can be
found in the IOTA whitepaper [59].
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